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Nasser Ali Khasawneh 
Global Lead TMT Sector

We are happy to release our latest 
instalment of the Telescope Report. In 
these reports, that have proven popular 
over the last couple of years, we aim to 
scan the horizon in terms of technology, 
media, telecom and data centre issues 
around the world, and give our best 
assessment of the direction of travel in 
the legal profession around those issues.  
We ask lawyers from across our offices to 
contribute to this report.  My colleagues 
have delivered yet again.

In this report, colleagues have provided their thoughts 
on various areas of interest in the TMT sphere. First of 
all, I’m glad that we have covered ESG in this latest 
report. ESG is fast evolving as the umbrella concept 
covering all key aspects of the ethical and socially 
conscious principles of corporations. ESG is about 
organisations aiming to be the best of themselves. The 
focus on environmental goals is clear and evolving fast. 
But also, the focus of companies on their social and 
governance obligations is increasing and we are very 
much engaged in this debate.

We also cover a number of very important issues such 
as the changing regulations around product safety and 
liability. I’m also happy to have been part of the group of 
lawyers that have contributed articles around the use of 
arbitration in the technology sector, and the need to 
expand such use (with focus on expedited arbitration 
rules that make it more accessible to smaller TMT 
companies). Cyber and privacy issues, AI, digital tax and 
many other issues are covered in the report.

As we look forward to the next 12 months, one thing is 
for sure. The Covid-19 pandemic and its ramifications 
are here to stay for much longer than any of us would 
have hoped. The TMT sector has reacted to these 
challenges in a highly impressive manner over the last 
18 months. But as we learn to live with the pandemic, it 
is clear that technology will continue to be at the heart 
of our response; technology continues to contribute to 
the science around vaccination, healthcare and a lot 
more. Technology has been the bedrock of the digital 
infrastructure that has allowed the global economy to 
persevere in these unprecedented times. As lawyers, it 
is incumbent upon us to maximise our efforts to provide 
the best possible legal support to our TMT clients as 
they push themselves to meet the challenges of 
the day.

I hope you will enjoy this read and we look  
forward to your feedback.
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The right to 
disconnect:
what are the legal obligations?

The overnight shift to remote working during the pandemic forced 
into focus the ability of infrastructures to cope with new ways of 
working. With the importance of digital tools brought to the fore, 
this in turn propelled a renewed emphasis on digital transformation 
and connectivity for many companies. With it came a consequent 
increase in demand for the services of TMT organizations and an 
impact on working hours.

Even before the pandemic, there had been a gradual shift 
towards an “always on” culture, with employees being 
routinely contacted or expected to respond to work 
communications outside core hours. Remote and hybrid 
working as a result of the pandemic has precipitated that 
shift, with the blurring of lines between home life and work 
demand often resulting in increased working time. 

In recent weeks, the issue of wellbeing and working hours 
has seen renewed focus. A global analysis undertaken 
jointly by the World Health Organization and the 
International Labour Organization has demonstrated the 
negative health impact associated with working long 
hours; in particular, significantly increased occurrences of 
ischemic heart disease and stroke among individuals 
working at least 55 hours per week when compared with 
those working lower standard hours.

Significantly increased occurrences 
of ischemic heart disease and 
stroke among individuals working 
at least 55 hours per week when 
compared with those working 
lower standard hours.
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How are governments responding?
The right to disconnect refers to a worker’s right to be 
able to disconnect from work and refrain from engaging 
in work-related electronic communication, such as 
emails, phone calls and text messages, during non-work 
hours and holidays. 

The right is not, currently, directly regulated under most 
jurisdictions’ employment laws, although in the EU it is 
indirectly regulated by the maximum working hours and 
minimum rest period entitlements, as well as EU health 
and safety regulation. 

Of the small number of countries that have directly 
introduced right to disconnect legislation, this typically 
falls short of guaranteeing a right to disconnect and, 
instead, encourages employers to agree appropriate 
disconnection policies with employee representatives. 
Other jurisdictions have legislated narrowly, such as 
requiring work arrangements to address the right to 
disconnect only for those working flexibly or remotely. 

Particularly as the evidence continues to build of the 
negative health impact of excessive hours of work, the 
right to disconnect is likely to see further developments. 
In Ireland, for example, a Workplace Relations 
Commission Code of Practice on the Right to Disconnect 
has recently been introduced, including a duty to respect 
another person’s right to disconnect.

Practical implications for employers
Even in those jurisdictions where there is no right to 
disconnect legislation, employers are likely to have some 
legal obligation to protect the health and safety of 
workers against the health impact of excessive hours. 

Inevitably, any employer measure must take account of 
the needs of the business and ensure sufficient flexibility 
to take account of work flows, unforeseen circumstances 
and client service level expectations. However, 
organizations that have already acted have often 
demonstrated that a balanced approach is possible, 
including through consulting with worker representatives 
to draw up policies which establish mutually-beneficial 
rules and expectations.

Constanze Moorhouse 
Partner

constanzemoorhouse@ 
eversheds-sutherland.com

Caroline Robins
Principal Associate

carolinerobins@ 
eversheds-sutherland.com

Hours regulation and the right to 
disconnect – sample at-a-glance 
comparisons

Maximum 
working hours 
limit?

Specific 
legislation on 
the right to 
disconnect?

Austria

Brazil

China

France

Germany

Hong Kong

India

Italy

Netherlands

Russia

Singapore

South Africa

Spain

Switzerland

UAE

UK

USA
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Shedding 
some light on 
the DARQ:
privacy/cyber security 
implications

DARQ is the collective name given to four 
revolutionary technologies—distributed 
ledgers, artificial intelligence, extended 
reality, and quantum computing—all with 
revolutionary potential as well as important 
privacy and/or cybersecurity implications 
best addressed at the design and planning 
stages. Now more than ever, it is important 
that lawyers understand the technologies 
and help shepherd them through the 
process in a way that is compliant with 
existing and emerging privacy and 
cybersecurity expectations.
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Quantum computing— should it prove successful— will 
harness quantum mechanics to solve complex problems 
faster than even today’s most advance super computers, 
rendering even the most advance encryption obsolete. 
Already, the U.S. National Security Agency and the 
National Institute of Standards and Technology is advising 
companies to generate quantum-resistant algorithms, 
particularly to protect valuable corporate and  
personal data.

Artificial intelligence (AI), which is increasingly 
prevalent, can present unique privacy challenges, 
particularly when coupled with automated decision 
making, but it can also help solve compliance and 
threat-based problems. For example, AI is useful in 
identifying and classifying large amounts of data, which 
can help companies get a handle on their stores of 
personal information, especially in light of enhanced 
privacy rights obligations and emerging requirements to 
minimize personal data. AI can also assist in continuous 
monitoring for cybersecurity purposes.

Extended reality is an umbrella term for all immersive 
technologies that “extend” reality by either blending the 
virtual and the real world or by creating a fully immersive 
experience. While extended reality can better enable 
scientific innovations like remote surgery, the platforms 
thrive on users’ emotional reactions and choices, and are 
thus potentially valuable data troves for malicious actors. 
Virtual ecosystems also create their own privacy 
challenges. For example, will a gamer who walks into a 
virtual pizza shop actually receive a one-click 
advertisement for the delivery of a real pizza? 

Michael Bahar 
Global Co-Lead Cybersecurity  
and Data Privacy

michaelbahar@ 
eversheds-sutherland.com

Allison Bailey
Principal Associate

allisonbailey@ 
eversheds-sutherland.com

These four technologies and 
their applications have grown 
exponentially in the past few 
years and are predicted to soon 

become the most important and influential, 
with 89% of businesses already 
experimenting with at least one. As with any 
technology, there will be pros and cons, and 
the cybersecurity and data privacy 
implications are best assessed 
and incorporated at the design and 
planning stages.  

In other words, companies should welcome 
lawyers at the table for the development and 
adoption of these revolutionary technologies, 
but conversely, it is increasingly important for 
the lawyers to know their tech.

Distributed ledger technology (DLT) offers a digital 
system for recording the transaction of assets in which 
the transactions and their details are immutably recorded 
in multiple places at the same time. DLT is best known as 
the technology that underlines cryptocurrencies, but its 
use extends to finance, music, entertainment, supply 
chains of various commodities. Unlike traditional 
databases, distributed ledgers have no central data store 
or administration functionality, providing potentially 
stronger cybersecurity by forcing any would-be hackers 
to attack all copies stored across the network at the same 
time, rather than simply hitting a connected central 
system. On the other hand, its universal accessibility  
and cross-border aspects may present data  
privacy challenges.

01 04

02

03
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A framework for cooperation and 
information sharing
On 19 May 2021, the Competition and Markets Authority 
(CMA) and the Information Commissioner’s Office (ICO) 
released an updated Memorandum of Understanding 
(MoU), intended to “establish a framework for 
cooperation and information sharing” between the two 
regulators. The MoU, which replaces the 2015 edition, 
takes into account developments such as the coming into 
force of the GDPR (now part of UK law as ‘UK GDPR’ since 
the UK’s formal withdrawal from the EU). It sets out how 
the two regulators will collaborate further in future, for 
example, through information sharing in the context of 
identifying and addressing regulatory issues, solutions, 
enforcement themes and trends, and the potential for 
joint projects. 

The MoU was launched alongside a “Joint Statement” 
on competition and data protection in digital markets 
between the ICO and CMA. The Joint Statement sets out 
how the two regulators can approach the often complex 
relationship between data protection and competition  
by working together and considering new  
strategic approaches. 

While the objectives of competition law and data 
protection are often seen as being in direct opposition (as 
data protection law is considered an attempt to limit and 
close access to data, while the pro-competitive approach 
would be to open up access to data), the reality is more 
subtle. Indeed, the Joint Statement highlights a number 
of synergies between the CMA’s and ICO’s objectives. 
Both are strongly in favour of enhanced user choice and 
control of data. Both consider that well defined standards 
and regulations to protect privacy can also improve 
competition. Finally, the CMA and ICO are keen to work 

together in digital markets using data-related 
interventions to promote competition, by ensuring 
companies with access to significantly more data than 
their rivals are unable to distort the market.

The Joint Statement goes on to review areas of potential 
conflict between the CMA’s and ICO’s objectives. There is 
the issue of data access interventions – a remedy the 
CMA has considered in recent years, of forcing 
companies with access to large amounts of data to share 
it with smaller rivals (this reflects the concept of ‘data 
portability’, a core tenet of GDPR to liberate data flows. 
This presents on its face clear data protection concerns 
over the sharing of personal data with an even wider 
network of controllers. However, the Joint Statement 
concludes that data access interventions can be an 
appropriate remedy if they are implemented carefully. In 
particular, by bearing in mind data protection principles 
contained, for example, in the ICO’s recent code of 
practice on data sharing.

The Joint Statement also considers the potential issue of 
data protection legislation being interpreted in a way that 
inadvertently favours large, multi-national data 
controllers at the expense of smaller rivals – for example 
by favouring intra-group transfers, which might 
encourage companies to integrate and monopolise data 
at others’ expense. The regulators acknowledge that 
there are barriers to entry for small businesses in digital 
markets, but stress that there is no ‘rule of thumb’ 
approach in data protection or competition law to such 
issues, and each case should be reviewed on its merits.

This is the fourth article in our Data & 
Competition law Series. To access and read 
other articles in the Series, please enter here.  

Joining forces:
data and competition law regulators 
enhance collaboration efforts 

With the UK government providing ever more rhetoric on the 
importance of data to the UK economic rebound, its various 
regulators are taking steps to ensure a more consistent, joined 
up approach so that potential conflicts between their respective 
objectives are considered.
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Data licensing audit required
While regulators both in the UK and internationally focus 
on their response to data and competition law issues, 
we consider it likely that they will further review 
agreements that involve commercial data licensing and  
sharing agreements. 

Data licensing commonly arises in software, digital 
content (e.g. music, images and film) and technology 
goods and services agreements. It is relatively easy for 
data licensing agreements to be drafted in a way that 
can appear anti-competitive; for instance, by including 
provisions which restrict access to datasets or which 
impose obligations on other licensees and industry 
stakeholders which may distort markets and create 
unfair advantages for the companies that control those 
datasets. Equally, sharing data sets, which share or 
disclose market industry data, may inadvertently 
unlawfully be classified as ‘insider trading’ (especially in 
the context of publicly listed or similarly industry 
regulated entities). 

Examples of such clauses which may be unlawful are 
provisions which may:

 – require a licensee, as a condition of access or licence, 
to provide and grant a reciprocal licence to its own 
(and others) data sets (e.g. for the purposes of 
ensuring that the licensor is able to achieve a 
monopoly over a particular category or sector data 
set (or to ‘feed’ an algorithm with a particularly 
voracious appetite)

 – rely on a ‘more favoured nations clause’ whereby a 
licensor (or a licensee) is required to offer the same 
or materially no less favourable terms to a counter-
party (where it subsequently or otherwise has offered 
better terms to another commercial partner)

 – terms which seek to require a distributor of data to 
‘fix’ the price at which data is sold or licensed

 – arrangements whereby one or more organisations 
agree to share industry data with one another so as to 
enable an algorithm to set unfair or higher pricing for 
a specific type of customer or consumer

 – terms which allow the sharing of sales or 
performance data between a regulated entity and an 
investment fund, providing an unfair commercial 
advantage over other buyers of stock in a public 
listed market

Accordingly, we recommend that firms review their 
standard licensing and data sharing arrangements (as well 
as those agreements and licences that they are being 
required to enter into) to identify if any such terms exist. It 
may not always be that the originator or proposer of the 
clause is liable (if two or more parties enter into such an 
arrangement they may equally be liable for breaching 
applicable regulations). As such, any unlawful clauses are 
a form of strict liability, where intent is not necessary to be 
in breach of the applicable legislation.

The collaborative approach between 
regulators in the UK mirrors developments 
internationally. In the EU, the European 
Commission’s Digital Single Market 
initiative continues with the Digital 
Services Act and Digital Markets 
Act proposals, building on initiatives such 
as the EU Platform to Business Regulation 
to regulate conduct with regard to online 
platform transparency and self-referencing 
activities.

In the US, new antitrust cases reflect a shift 
in approach to putting fair competition at 
the focus of their attempt to regulate 
digital companies. In Australia, the 
Australian Competition and Consumer 
Commission has sought to manage 
bargaining power imbalances between 
news media businesses and large internet 
platforms. With 74 offices in 35 countries 
and multi-national, expertly qualified data 
protection and competition law teams, 
Eversheds Sutherland is able to guide 
clients through this changing regulatory 
landscape and offers creative and efficient 
solutions to any issues its clients  
face in this area.

Philip James
Partner

philipjames@ 
eversheds-sutherland.com

Thomas Charnock 
Trainee

thomascharnock@ 
eversheds-sutherland.com

Annabel Borg
Legal Director

annabelborg@ 
eversheds-sutherland.com
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On the radar:
European Commission Preliminary 
Report on Consumer Internet of Things

On 09 June 2021, the European Commission (the “Commission”) 
published its Preliminary Report as part of its inquiry into the 
consumer Internet of Things sector (the “Preliminary Report”). The 
Report confirms the rapid growth of this sector, but also identifies 
potential concerns put forward by the respondents to the  
sector inquiry.

Background 
The scope of the sector inquiry encompasses the 
consumer Internet of Things (“IoT”), which is a growing 
sector consisting of consumer products that are 
connected to a network and can be controlled at a 
distance through, for instance, a mobile device or a voice 
assistant. The European Commission is concerned that the 
behaviour of some companies in this sector could 
structurally distort competition within and for the sector. 
The Commission wants to use the sector inquiry to further 
its understanding of the sector, its competitive landscape, 
emerging patterns and possible issues surrounding 
competition. 

As part of preparing the Preliminary Report, the 
Commission drew upon input from over 200 consumer IoT 
companies, including large corporations and SMEs – 
something which we helped a number of our clients input 
into. The Commission also examined around 1000 
agreements passed to the Commission by these 
companies. Companies contacted by the Commission for 
evidence include those participating in the consumer IoT 
devices (also known as “smart” devices) markets, such as 
wearable devices and connected consumer devices 
markets, as well as companies who provide services 
available through smart devices, e.g. music streaming 
services. Relevant industry and standard-setting 
organisations were also consulted by the Commission. 

Key findings of the Preliminary Report 
The Preliminary Report suggests that consumer IoT devices 
are becoming increasingly popular. General-purpose voice 
assistants are playing an ever more significant role in the 
customer experience of the IoT owing to their ability to 
allow connectivity of all the elements of different 
consumer IoT devices and services in a single, integrated 
environment. That being said, smart mobile applications 
remain the most popular user interface to access 
consumer IoT devices and services; the operating systems 
that provide a platform to these mobile applications are key 
players in the operating system market for smart  
mobile devices. 

The Preliminary Report says that due to the popularity of 
the voice assistants and operating systems mentioned 
above, for a large number of respondents the inability to 
compete with the main players is an obstacle to developing 
new products and services. Another significant obstacle to 
expansion in the consumer IoT sector includes the cost of 
the technology investment required. Most respondents 
said their business model focussed on harnessing the 
existing and leading general-purpose voice assistants to 
access their consumer IoT devices and services.

The Preliminary Report examines standards and the 
standard-setting process in the development of 
technologies used by consumer IoT devices and services. 
The Preliminary Report says that although standardised 
technologies dominate at the basic enabling technology 
level (e.g. Wi-Fi), formal standards are not in a position to 
compete with the highly prevalent proprietary 
technologies of the leading operating systems and voice 
assistants for technologies such as user interfaces, 
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application layers and device definitions. The collection 
and potential monetisation of vast amounts of data by 
consumer IoT devices and services is also raised by the 
Preliminary Report as an emerging issue. 

The Preliminary Report highlights several potential areas 
of concern from a competition perspective, including in 
relation to:

 – pre-installation, default setting and prominence 

 – exclusivity, concurrency and tying concerns in 
relation to voice assistants

 – data

 – standardisation and interoperability 

 – disintermediation

Conclusions 
The Commission has launched a public consultation, in 
order to gather views on the Preliminary Report’s findings 
and to gather additional information that is relevant to the 
sector inquiry. The public consultation will run until 01 
September 2021. The Commission is expected to publish 
its final report on the consumer Internet of Things sector 
during 2022. The Commission’s findings will no doubt 
prove useful in shaping the EU’s proposed Digital  
Markets Act. 

We will continue to closely monitor  
developments in this area.

Charlotte Walker-Osborn 
International Head of Artificial  
Intelligence and Technology Sector

charlottewalker-osborn@ 
eversheds-sutherland.com
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Ignore the technology 
to begin with: 
how to tackle digital transformation  
and help your legal teams start  
producing more for less

Having dabbled with technology for years, the legal sector is seeing 
some real traction with utilizing automation to drive efficiency, 
ranging from managing contracts, documents and knowledge 
more effectively to tracking matters and cases. And that is only 
the tip of the iceberg, one area of automation that is having a real 
impact is robotic process automation to augment some of the 
manually intensive work that people are doing. Data analytics is 
also utilized more and more to drive efficiencies and insights. 

This may seem hard to digest in an industry not known for 
its early adoption of technology. However, investment in 
legal tech continues to accelerate surpassing $1bn in 
2019 as law firms sought to gain the kind of competitive 
advantages promised by the smart use of technology. 
This situation has been exacerbated by the outbreak of 
COVID-19. Teams are having to deal with a lot more work 
for less, budgets are constrained and there are headcount 
freezes for many organizations. As a result, it’s not 
possible to achieve the same quality with the volume and 
complexity of work that the teams are faced with. In 
response, organizations have accelerated their thinking 
about the use of technology.

In recent weeks, the issue of wellbeing and working hours 
has seen renewed focus. A global analysis undertaken 
jointly by the World Health Organization and the 
International Labour Organization has demonstrated the 
negative health impact associated with working long 
hours; in particular, significantly increased occurrences of 
ischemic heart disease and stroke among individuals 
working at least 55 hours per week when compared with 
those working lower standard hours.

Driving efficiency 
The benefits of accelerating the process of digital 
transformation are obvious: by combining technology 
with process and people – and data it allows you to 
capture – you can not only make your organization much 
more efficient, you can find new business insights and 
opportunities. The legal industry generates a huge 
amount of data from its CRM systems, case/matter 
management systems, contract systems and financial 
systems. We can connect and visualize this data to 
fundamentally transform how a team or a business 
operates by following the data – where is the volume by 
region, team, division, work type? Where is the noise? 
Then we can identify whether we need to tweak 
processes or types of technologies that can augment 
work people are doing. For example, we can identify 
opportunities for automation to complete some of these 
highly manual and repetitive tasks and leave the higher 
value more complex tasks to teams.
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On the other end of the spectrum you’ve got predictive 
analytics – where you can connect your internal and 
external data to predict future outcomes. Litigation is an 
interesting example, where you can use the outcome of 
previous cases to inform future case strategy or to get 
smarter on managing spend across your panel firms. In a 
buoyant marketplace welcoming new entrants seemingly 
every day, it can be extremely difficult to “cut through the 
noise” and work out which technology is best for your 
organization. Should you build it yourself or buy in the 
expertise? How do you future proof? It’s a huge risk, some 
technologies require a huge investment, both in terms of 
budget and people’s time. But they don’t actually fix the 
problems that the business was hoping to solve, leading 
to poor adoption. That’s why I’m a firm believer that you 
must start with the problem first and take a technology 
agnostic approach, using best of breed technologies and 
evolving over time.

Knocking on the legal front door 
A good example of how to do this in practice comes via 
the KonexoHub. We combine the best of breed tools 
across the entire marketplace – not just legal - to tackle 
different types of issues and workflows. For example, we 
have created a Legal Front Door, in conjunction with our 
Legal Managed Services. Previously you’d have a business 
user writing an email or picking up the phone and saying, 
‘can you help me do something?’ The Legal Front Door 
allows you to capture first time all the information you 
need to successfully complete a request. It then 
determines where that request should be routed to. NDA 
requests, for example, are very repeatable, routine types 
of work that the legal team sometimes get bombarded 
with. Through KonexoHub, the business user can service 
that request themselves via a document automation 
capability. Alternatively for more complex requests or 
those that require legal input, the requests can be sent to 
the right legal team in the right region with the right skills 
whether that’s in-house legal teams, your panel firms or 
an alternative legal service provider. All requests are 
tracked in a case management system, providing both  
the business user and the legal team with visibility  
on progress.

A platform for success 
As the market matures further, we expect to see more 
convergence of technology, with companies adopting a 
platform approach, rather than building point solutions to 
solve specific issues. This will make your strategy in terms 
of buying in or building your own solutions even more 
important. So what is the best way to tackle it? Before you 
go down the route of investing in lots of technology, you 
need to benchmark where you are today. Not everyone is 
at the same level in terms of their digital transformation 
strategy, so benchmarking where you are today is the first 
step in all of this The mistake that many organizations 
make is going out and looking for a technology solution, 
without necessarily knowing what the problem or 
challenge is they’re trying to solve. Fundamentally, it 
comes back to: what are your business objectives? What 
are you actually trying to solve? And then building a 
solution around solving those challenges, not getting in 
the technology and asking what you can do with it. Often 
those types of projects fail. You should almost ignore the 
technology to begin with. Technology is only ever part of 
the answer.

Practical steps for accelerating your 
digital transformation
Once you’ve worked out what your business issues are, 
you should always start small – beginning with those that 
are highly manual and repetitive, proving the value and 
impact of the change. It could be as simple as a central 
repository for your contracts or use of electronic 
signatures where appropriate. The other crucial thing is 
capturing data as you tackle these challenges to 
determine what type of process change or technology 
you might need to adopt in the future. It is also 
worthwhile considering the existing technology within 
your organization and whether any of this can be 
leveraged for the benefit of the legal team. For example, 
most organizations have purchased Microsoft 
technologies which can help tackle some in-house legal 
team issues. We have used apps like Microsoft Forms, 
Power Automate, Sharepoint and Power BI as a way to 
build a simple intake, case management, document 
automation and reporting solutions. As you start looking 
at more complex workflows, that’s where looking 
externally at what technology exists comes into play.

Babar Hayat
Head of Technology &  
Transformation, Konexo

babarhayat@ 
konexoglobal.com

A Legal Front Door is a more 
structured way for your  
business users to make  
requests of your legal teams.
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Parties considering corporate carve-out transactions in 
this sector do however need to be acutely aware that risks 
in some key areas have the potential to fundamentally 
impact a target’s business model and thereby the 
rationale for any acquisition. Carve-out transactions 
present challenges in any sector, but the risks are 
particularly heightened where tech-related IP rights and 
data are important to the target business. Significant 
issues can arise, for example, where the target sells or 
uses software developed as part of a wider corporate 
group, where technology infrastructure is highly 
intertwined with the wider group infrastructure or where 
there are shared third party data sources or IP licences.

Risks in these areas can lead to sellers’ plans being 
revealed during a sale process to be inadequate or even 
to transactions failing entirely, yet may not be fully 
apparent to seller or target management at the outset of a 
sale process. Issues which only become relevant upon a 
carve-out of the target business may be missed or 
underestimated until they are uncovered through a due 
diligence process involving review by expert advisers.

Advance planning is therefore key to successful 
implementation of carve-out transactions. While it is 
often unrealistic to have everything 100% planned out 
before commencing a sale process, sellers should ensure 
that a level of due diligence is conducted (even if only 
internally) and that any material issues are addressed 
up-front rather than leaving them to be discovered by a 
buyer in a due diligence process. Buyers should be sure to 
conduct thorough buy-side due diligence in key areas 
and ensure they are robust in reserving the right to 
negotiate structural points relating to the carve-out if 
required, rather than simply viewing the structure 
proposed by the seller at the outset of a process as being 
set in stone.

Planning for success:
tech M&A carve-outs – taking advantage 
of the current market

After stuttering at the start of the pandemic, M&A activity in the 
technology sector rebounded quickly and has continued to flourish 
into 2021. Surveys of tech executives show that many of them 
see M&A as an increasingly important part of their strategy and 
that activity in the sector is expected to grow further in the short 
term. This is likely to lead to increased competition for attractive 
technology sector targets and, for some transactions, will mean 
limited time for planning and due diligence.
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Nonetheless, if a seller is well prepared it typically has the 
opportunity to set the agenda as to how the carve-out is 
implemented and can use this to its advantage. For 
example, if it is important to a seller that it retains ownership 
of shared IP assets and grants the buyer/target a licence 
only, bidders can be asked to confirm their agreement to 
this approach in the auction phase while there is still 
competitive tension in the process. The extent to which 
bidders are willing to work with the seller’s preferred 
carve-out structure can then be taken into account 
alongside price and other factors in deciding which bidder 
to select as preferred or exclusive bidder.

The current level of competition in the market for attractive 
targets in this space therefore provides a good opportunity 
for corporate sellers considering carve-out disposals to do 
so on favourable terms – if planning and preparation are 
taken seriously at the outset.

Antony Cross
Partner

anthonycross@ 
eversheds-sutherland.com
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Biden’s trade agenda:
the impact for TMT sector

US-China relations remain the major focus, just as they were during 
the last Administration. The rise of China represents a challenge 
to the US across the board and trade is no exception. For both 
practical and political reasons, the Biden Administration has not 
relaxed the tariffs imposed during the last Administration. 

The practical element reflects the fact that China has not initiated 
any substantive changes to the policies that led to the imposition of 
the tariffs in the first place. The political dimension arises from the 
necessity for the Administration not to be characterized as “soft” 
on China. Significant changes on the tariff front will only take place 
if the Chinese agree to some concessions that the Administration 
can point to as the reason to ease the current tariffs. Nothing of 
significance in that regard has emerged to date.

Threats to supply chain 
Supply chain issues implicate US-China relations as well as 
broader concerns. National security concerns over 
dependence on China for critical items such as rare 
earths—essential for important applications ranging from 
electronic devices to clean energy technologies to electric 
vehicles—are one factor. More generally, however, there is 
a new appreciation for the vulnerability that comes with 
the cost savings of a just-in-time inventory policy that is 
dependent on geographically distant suppliers. The 
shortage of semiconductors that led to the shutdown of 
some US assembly lines in the spring of 2021 is ample 
motivation to rethink the existing model, in which a 
globalized supply chain heavily prioritizes limiting  
inventory and implementing other cost savings over 
the risk of disruption. 

Buy America is the present Administration’s analogue to 
the nationalism of the Trump trade policy, but with an 
important twist. The current emphasis is on jobs, jobs, and 
more jobs. The Biden Administration’s emphasis on helping 
the working class has given voice to President Biden’s 
focus on re-establishing the capability to produce a 
significant portion of key products in the United States.  
The pandemic has helped energize this initiative, as the 
shortages of essential protective equipment arising from 
limited US production remain firmly in the public mind. 
Combined with concerns over supply chain vulnerability 
and China generally, Buy America complements other 
themes of the Administration’s world view.

18

Future thinking
Key developments impacting the TMT industry in 2021



On-shoring of key technologies 
Finally, a new dimension to trade policy has emerged – the 
Administration has declared that trade policy should serve 
climate policy. This approach has both affirmative and 
defensive elements. On the affirmative side, an 
Administration committed to fighting climate change 
needs to ensure that trade policy does not exacerbate the 
climate situation. At the same time, it needs to defend a 
climate-conscious US economy against unfair competition 
from imports manufactured by climate scofflaws. How this 
will play out remains to be seen, but trade policy offers a 
potentially powerful tool to enforce international  
climate commitments.  

All of these considerations directly affect the technology 
sector because of its embrace of a globalized approach to 
commerce and trade. Restrictions on Chinese investment 
and limitations on Chinese access to US technology, 
combined with efforts to bring jobs back to US shores, 
promise to remake existing relationships and supply chains. 
In some cases, they will lead to outright divergence 
between Chinese and US commercial cooperation.  

The stage has been set by the initial actions of the Biden 
Administration on trade. Efforts to implement policies to 
facilitate the Administration’s goals will be a matter of keen 
interest in the months ahead and deserve close attention 
by all technology-focused enterprises. 

Mark Herlach
Partner

markherlach@ 
eversheds-sutherland.com
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Digital Dispute 
Resolution Rules: 
a new way to resolve novel  
tech disputes

On 22nd April 2021, the UK Jurisdiction Taskforce 
(“UKJT”) sought to solve this issue by publishing the 
Digital Dispute Resolution Rules (the “Rules”) – a new set 
of arbitration rules specifically designed to facilitate the 
rapid, informal and cost-effective resolution of disputes 
arising out of novel digital technologies, particularly 
cryptoassets, cryptocurrencies, smart contracts, 
blockchain and fintech.

Eversheds Sutherland’s contribution
Prior to publishing the Rules, the UKJT carried out a 
public consultation on the Rules and it received strong 
positive feedback from stakeholders across the legal and 
technology sectors. 

Eversheds Sutherland took part in that consultation  
and provided its own contribution to the UKJT, which 
leveraged our extensive expertise in both technology-
related disputes and international arbitration. Notably, 
aspects of Eversheds Sutherland’s proposals were 
incorporated into the final version of the Rules. 

Key features of the new rules
These ground-breaking rules are intended to allow 
parties to benefit from the advantages of a London-
seated arbitration (under the supervision of the English 
Arbitration Act 1996), whilst maintaining a dispute 
resolution procedure that is flexible and tailored for the 
unique characteristics of novel digital technologies.

The defining features of many newly emerging digital 
technologies, particularly those that utilise distributed ledgers, is 
that they provide for rapid and secure cross-border transactions, 
involve technically sophisticated subject matter, cross-border 
complexity, and prioritise anonymity. Unfortunately, when a 
dispute arises, these are often the attributes that can hinder a 
participant’s ability to obtain a satisfactory resolution.
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The key features of the Rules include:

 – Expedited timetable – the Rules are drafted to 
provide a much shorter timetable for resolution of 
disputes. The default timetable under the Rules 
requires any respondent to a claim to provide its 
response within a matter of days and expects the 
tribunal to deliver its award or decision within 30 
days of appointment. Although the parties will still 
have the option to request a longer timetable, if 
required (for example, if the dispute is  
particularly complex).

 – Flexible procedure – the Rules have been 
intentionally drafted as brief and simple as possible. 
This allows for the tribunal to have maximum 
discretion in setting the appropriate procedure for 
any given dispute. For example, if suitable, parties 
may be permitted to provide all evidence and 
arguments electronically and dispense with the 
need for any in person hearings. 

 – Option of anonymity – the Rules are unique in the 
fact that they contain the option for allowing parties 
to maintain their anonymity amongst the other 
parties for the purposes of any dispute (although 
parties will be required to provide their 
identification details to the tribunal).

 – Tribunal’s use of a private key – the Rules envisage 
the tribunal implementing its decision directly on a 
blockchain or within the system, using a private key 
or control mechanism that would be made  
available to it.

 – Recognition of on-chain resolution procedures  
– the Rules recognise that certain digital asset 
systems feature built-in automatic dispute 
resolution processes (such as crowd sourced 
decisions) and accounts for those by giving them 
legal effect. The Rules then allow for parties to 
arbitrate any disputes not covered by that 
automatic process. Alternatively, the Rules also 
allow for parties to submit certain disputes to expert 
determination.

 – Experienced arbitrators – the appointment of 
arbitrators is managed by a designated body (the 
UK Society of Computers and Law) who maintain a 
list of suitable arbitrators with expertise in the field 
of law and/or technology and who are prepared to 
be appointed at short notice.

What’s next?
The Rules are another important option and mechanism 
to help parties resolve their tech-related disputes and join 
a continuing trend in this space (see the UK SCL’s 
Adjudication Scheme as another fairly recent example). 
The Rules are now fully capable of being incorporated 
(whether that be in writing or in electronic / encoded 
form) into any legal relationship through the agreement 
of the parties, which can be done before or after a dispute 
has arisen.  

Clearly, careful consideration is needed as to whether 
these rules are suitable for the particular relationship, 
service, product or asset, or whether other dispute 
resolution mechanisms are more appropriate. Any 
business contemplating the use of the Rules in their own 
arrangements should take encouragement from the fact 
that these Rules have been produced with the backing of 
the UK Government, the UK Judiciary and the Law Society 
of England and Wales. A fact that clearly demonstrates the 
UK’s openness to evolve with the times and drive to be 
the jurisdiction of choice for resolving disputes relating to 
novel digital technologies.

James Hyde 
International TMT Disputes Lead

jameshyde@ 
eversheds-sutherland.com

Greg Falkof 
Partner

gregfalkof@ 
eversheds-sutherland.com

Melina Efstathiou
Head of Litigation Technology

melinaefstathiou@ 
eversheds-sutherland.com

Dan Younger
Associate

danyounger@ 
eversheds-sutherland.com
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In early summer, the European Commission published 
its proposal for the much anticipated European Union 
Regulation on AI: Regulation of the European Parliament and 
of the Council Laying Down Harmonised Rules on Artificial 
Intelligence (Artificial Intelligence Act) and Amending Certain 
Union Legislative Acts (the “Regulation”).

Regulating AI:
proposal for EU Regulation of 
Artificial Intelligence published

The 108 page proposal sets out harmonised rules for the 
development, placement on the market of and use of AI 
systems in the Union following a proportionate risk-
based approach. Member States are required to lay down 
rules on penalties for infringements of the Regulation, 
with fines at a level of the higher of 30,000,000 euros 
or 6% of worldwide annual turnover for certain offences 
including the carrying out of a prohibited AI practice. 
Additionally, the proposed regulation imposes obligations 
in relation to reporting of serious incidents and of 
malfunctioning of AI systems which constitutes a breach 
of obligations under Union law. 

Impact and actions – where AI meets TMT: 
what does it mean for the technology, 
media and telecoms sectors?
The regulation has vast implications for the technology, 
media and telecoms sectors particularly given the 
wideness of the definition of “AI Systems” to which it 
applies and its extra-territorial reach beyond the EU. It 
also has application, in different ways and with differing 
obligations, to developers, distributors and/or users 
of these AI systems. Technology, media and telecoms 
companies may sit as one or more these depending 
on whether they are building solutions, re-selling and/

or licensing or buying in AI systems. So these sectors, 
perhaps more than any, need to consider how the 
proposed regulation will affect their development of AI 
and other technology falling under the wide definition of 
AI Systems, placement of such systems onto the market 
and/or embedding of such AI Systems within its’  
own businesses.

What does the regulation do and who 
does it apply to?
The regulation lays down: 

 – harmonised rules for the placing on the market,  
the putting into service and the use of artificial 
intelligence systems (‘AI systems’) in the  
European Union 

 – prohibitions of certain artificial intelligence practices

 – specific requirements for high-risk AI systems and 
obligations for operators of such systems 

 – harmonised transparency rules for AI systems 
intended to interact with natural persons, emotion 
recognition systems and biometric categorisation 
systems, and AI systems used to generate or 
manipulate image, audio or video content and rules 
on market monitoring and surveillance
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 The regulation applies to: 

 – providers placing on the market or putting into service 
AI systems in the Union, irrespective of whether those 
providers are established within the Union or in a  
third country 

 – users of AI systems located within the European Union

 – providers and users of AI systems that are located in a 
third country, where the output produced by the 
system is used in the Union

Although an EU Regulation, the legislation will be of 
relevance to suppliers and manufacturers of AI systems 
based outside the EU as its scope extends to providers 
placing AI systems on the EU market or putting AI systems 
into service in the EU, regardless of where they are based, 
as well as to providers and users of AI systems located 
outside the EU where the output produced by the system 
is used in the EU. A provider established outside the EU 
will (unless it has an importer) be required to appoint an 
EU based authorised representative for the purpose of 
the Regulation. Additionally, a number of companies are, 
as with GDPR, viewing the legislation as a “high bar” (with 
other relevant local legislation) against which to measure 
their approach to designing, selling, licensing and/or 
embedding ethical AI solutions, regardless of location.

AI systems defined
The Regulation applies to “AI systems”, a term which 
is defined broadly as software that is developed with 
machine learning, logic or knowledge-based or statistical 
approaches or Bayesian estimation, search or optimization 
methods and which can, for a given set of human-
defined objectives, generate outputs such as content, 
predictions, recommendations or decisions influencing the 
environments they interact with. This is a wide definition 
which will have wide-reaching effects on both AI and 
certain other technology despite its name. The Regulation 
does not, however, apply to AI systems developed or used 
exclusively for military purposes. 

High-risk AI systems
The regulation sets out a mandatory regime for what it 
calls high-risk AI systems, i.e. systems that create a high 
risk to the health and safety or fundamental rights of 
natural persons. These fall into two categories. The first 
category covers AI systems used as a safety component 
of a product, or which are themselves products, covered 
by specified existing legislation (for example, relating to 
machinery, toys, lifts and types of equipment). 

The second category covers AI systems used for 
particular purposes within specified areas, broadly 
biometric identification and categorisation; management 
and operation of critical infrastructure; education and 
vocational training; employment; access to essential 
services and benefits; law enforcement; migration, 
asylum and border control; and administration of justice 
and democratic processes. There is also an ability for 
further AI systems to be added to the  
high-risk list in the future.

High-risk AI systems – obligations  
on providers
A provider of a high-risk AI system (defined as a person 
or entity that develops an AI system, or has it developed, 
with a view to placing it on the market or putting it into 
service under their own name or trademark whether or 
not for payment) must ensure that the system complies 
with a number of requirements, including: 

 – the data sets must be relevant, representative, 
complete and error-free, must have the appropriate 
statistical properties and must also be subject to 
appropriate data governance and management 
practices (and will need to comply with privacy laws)

 – the system must be designed and developed to 
ensure traceability of the system’s functioning, to 
ensure transparency so that users can interpret the 
system’s output and use it appropriately, and to 
ensure that it is subject to human oversight and can 
be overridden by human control 

 – the system must be accompanied by user 
instructions complying with a list of  
requirements

 – the system must perform consistently in terms of 
accuracy, robustness and security

The provider must also put in place a risk management 
system, a quality management system to ensure 
compliance with the Regulation and comply with a 
number of conformity requirements establish and 
document a post-market monitoring system to 
analyse and evaluate performance of the system and 
its compliance with the Regulation; and report risks, 
serious incidents and malfunctions of the system to 
relevant national competent authorities.

23



High-risk AI systems – obligations on 
importers, distributors and users 
The Regulation also imposes various obligations on 
persons other than the provider including importers, 
distributors and users. An importer is defined as any 
person established in the EU that places on the market 
or puts into service an AI system bearing the name or 
trademark of a person established outside the EU. A 
distributor is any person in the supply chain other than 
the provider or the importer that makes an AI system 
available on the EU market without affecting  
its properties.

In addition a person will be considered to be a provider 
where they place on the market or put into service a 
high-risk AI system under their name or trademark or 
modify the intended purpose of, or make a substantial 
modification to, a high-risk AI system. 

Predictable, proportionate and clear obligations are 
also placed on providers and users of those systems in 
the legislation to ensure safety and respect of existing 
legislation protecting fundamental rights throughout the 
whole AI systems’ lifecycle. For example, to the extent 
the user exercises control over the input data, that user 
shall ensure that input data is relevant in view of the 
intended purpose of the high-risk AI system. 

Transparency and other obligations 
relating to AI systems (not just high risk)
The regulation sets out provisions relating to certain 
AI systems to take account of the specific risks of 
manipulation they pose. Transparency obligations will 
apply for systems that interact with humans or are 
used to detect emotions or determine association with 
(social) categories based on biometric data; or generate 
or manipulate content (‘deep fakes’). Critically, when 
persons interact with an AI system or their emotions 
or characteristics are recognised through automated 
means, people must be informed they are interacting 
with an AI system.

If an AI system is used to generate or manipulate image, 
audio or video content that appreciably resembles 
authentic content, there should be an obligation 
to disclose that the content is generated through 
automated means, subject to certain exceptions 
for legitimate purposes (for example, certain law 
enforcement). This allows persons to make informed 
choices or step back from a given situation.

Data and data governance 
High-risk AI systems which make use of techniques 
involving the training of models with data shall be 
developed on the basis of training, validation and testing 
data sets that meet the quality criteria referred to in 
the proposed regulation. There are a number of data 
governance and management practices set out in the 
legislation. 

Prohibited AI practices
The Regulation contains a list of AI practices that are 
prohibited, including placing on the market, putting into 
service or using an AI system that deploys subliminal 
techniques to materially distort human behaviour in 
a manner likely to cause harm or that exploits the 
vulnerabilities of a specific group of persons due to age 
or disability in order to materially distort the behaviour of 
a person in that group in a manner likely to cause harm.

Interaction with other key legislation
The proposed regulation is without prejudice to and 
intended to complement the General Data Protection 
Regulation (Regulation (EU) 2016/679) as well as the Law 
Enforcement Directive (Directive (EU) 2016/680). With 
the proposed regulation’s focus on non-discrimination, 
the proposal complements existing Union law on 
non-discrimination with specific requirements that 
aim to minimise the risk of algorithmic discrimination, 
in particular in relation to the design and the quality 
of data sets used for the development of AI systems 
complemented with obligations for testing, risk 
management, documentation and human oversight 
throughout the AI systems’ lifecycle. The proposal 
is also without prejudice to the application of Union 
competition law. With high-risk AI systems which 
are safety components of products, this proposal is 
intended to be integrated with and/or into the existing 
sectoral safety legislation to ensure consistency, avoid 
duplications and minimise additional burdens. The 
proposed regulation is part of a wider comprehensive 
package of measures that seek to address problems 
posed by the development and use of AI, as examined in 
the White Paper on AI.
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Reporting of serious incidents and  
of malfunctioning 
Providers of high-risk AI systems placed on the Union 
market are required report any serious incident or any 
malfunctioning of those systems which constitutes 
a breach of obligations under Union law intended to 
protect fundamental rights to the market surveillance 
authorities of the Member States where that incident or 
breach occurred.

Governance and enforcement
The proposed rules will be enforced through a 
governance system at Member States level, with 
enforcement powers, building on already existing 
structures, and a cooperation mechanism at Union 
level with the establishment of a European Artificial 
Intelligence Board. Additional measures are also 
proposed to support innovation, in particular through AI 
regulatory sandboxes and other measures to reduce the 
regulatory burden and to support Small and Medium-
Sized Enterprises (‘SMEs’) and start-ups. Charlotte Walker-Osborn 

International Head of Artificial  
Intelligence and Technology Sector

charlottewalker-osborn@ 
eversheds-sutherland.com

The Regulation will apply two years following its entry 
into force, which will be on the twentieth day following 
its publication in the OJEU, although certain sections 
may come into force earlier.

Ultimately, it is clear companies need to focus on 
building, selling, embedding and using legally compliant 
AI solutions which are unbiased, use and train data in 
an unbiased manner, are ethical, transparent and allow 
governance and, if and where needed deal with how to 
build in a “human in the loop” to ensure the right level 
of oversight. At Eversheds Sutherland, we have been 
training clients, and helping their shape their adoption 
and/or sales of AI product and solutions in a legally-
compliant way for a number of years and would be 
happy to share our experience and further thoughts  
with you.

For more detail, see the full briefing using the link here.
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Increasing pressure: 
ESG is now a major consideration  
for businesses 

With the implementation of these new regulations, it 
will no longer be possible for TMT businesses to only 
consider ESG factors if they have an ESG-related/
marketed product. Global pressure to prevent climate 
change and various targets set, such as the 2015 Paris 
Agreement on climate change and various targets set 
at European and UK level, providers will have a part to 
play and the wider consideration of environmental and 
sustainability/social initiatives factors and governance 
and this needs to become part of “business as usual” 
when operating as a business and advising investors.

In particular, we are seeing (and have written) a 
number of ESG related obligations and warranties into 
agreements for the procurement of goods and services. 
As customers demand this for their own compliance, 
do consider the obligations and warranties for your own 
procurement and sub-contractor contracts. We are also 
seeing an increased focus on ESG in corporate M&A from 
buyers and this will be relevant for investment, sales, 
purchases and value of businesses.

Within our own TMT sector, Nasser and I have worked 
closely with one of our ESG Group Global Co-Leads, 
Michelle T Davies on a number of seminars, podcasts 
and events and, as a firm, we’ve also been working with 
suppliers and customers on the client side in relation to 
their own ESG strategy and contractual provisions. 

Please see our ESG pages and briefings here. 

As a number of you will know, the European Commission 
published Regulations on harmonised requirements in respect  
of environmental, sustainability and governance for  
businesses (ESG).

Nasser Ali Khasawneh
Global Lead TMT Sector

nasseralikhasawneh@ 
eversheds-sutherland.com

Charlotte Walker-Osborn 
International Head of Artificial  
Intelligence and Technology Sector

charlottewalker-osborn@ 
eversheds-sutherland.com
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Public procurement:
ever-increasing opportunities  
for the TMT sector

Public authorities across the Europe spend over EUR 1.9 trillion on 
public procurement each year, with tech contracts representing 
an increasingly large proportion of that spending. In addition to 
the many opportunities arising as a result of new and increased 
demand for TMT services, tens (if not hundreds) of thousands 
of existing contracts are set to expire each year and will be of 
interest to businesses in the sector. This growth in spending on 
TMT services is set to continue, representing a rapidly-expanding 
source of opportunity for providers wishing to do business with 
contracting authorities in the EU and UK. 

With this increased opportunity also comes an increase in 
the number of businesses receiving the unwelcome news 
that their application to participate in a competition, or 
their tender, has not been successful. The disappointment 
can be acute, particularly when a great deal of effort and 
cost has gone into the procurement process. Often, the 
disappointment quickly turns to thoughts of challenging 
the decision, which is reflected in the steady increase in 
the number of challenges being made over recent years. 

Challenges will have a substantial impact not only on the 
contracting authority and party bringing the challenge, 
but also on the successful bidder, who can find that the 
proposed contract award to them is either delayed or in 
jeopardy. This significant impact, combined with a 
general upward trend in the number of procurement 
challenges being brought in recent years, means that the 
risk of challenge is an issue that all businesses bidding for 
public contracts should be mindful of.

In the EU, EEA and UK, procurement challenges can be 
made at any stage of a competition and can result in a 
variety of outcomes, any one of which may be acceptable 
to a complainant depending on the circumstances. Usually, 
challengers seek remedies requiring a decision to be 
reviewed, criteria to be amended or the competition to be 
abandoned entirely. Sometimes challengers can gain by 
merely delaying the award of a contract, such as the 
incumbent provider of services being re-procured. 
Financial damages may also be sought, including the loss 
of expected profits on the contract and/or wasted bid 
costs (although seeking damages is usually less appealing 
and not the primary objective of unsuccessful bidders). 

Whilst a relatively small number of challenges make it all 
the way to court, the tactical advantages of raising 
potential issues at an early stage are often significant and 
often result in challengers achieving their objectives 
without the need to go to court. This means that successful 
tenderers are also often adversely affected by procurement 
challenges – not only because the decision to award them 
a contract may be delayed or overturned, but also because 
such challenges can risk the disclosure of commercially 
sensitive information regarding their tenders.

Public procurement:
ever-increasing opportunities  
for the TMT sector
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If you do go down the legal route when challenging a 
procurement process, it is important to appreciate that 
there are likely to be some ‘twists and turns’ before matters 
resolve. Challengers can abandon their claim at any time, 
although there may be cost implications in doing so.

With a common framework regulating public procurement 
across the EU and the UK, we have specialist procurement 
lawyers in every major European jurisdiction. Our lawyers 
have advised many disappointed bidders and acted in a 
large number of the leading cases that have come before 
courts and tribunals across Europe in recent years. We also 
have a great deal of experience in advising successful 
bidders in circumstances where the proposed award to 
them is being challenged by one of the unsuccessful 
bidders. As such, our Europe-wide team of specialist 
procurement lawyers are ideally placed to advise any 
company which is aggrieved by the outcome of a 
procurement process, has concerns regarding the way a 
process has been structured or is being run, or is affected 
by a challenge to an award process by one of its 
competitors, as to the best course of action to meet its 
commercial objectives. 
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Top tips for disappointed bidders
Act quickly – there is a very short window within which 
you must act (authorities are usually only required to leave a 
period of 10 days between notifying you of the outcome of 
the competition and awarding the contract). During this 
time and if there is merit to a complaint, we often advise 
clients to send a comprehensive letter to the authority 
setting out all of the issues. Do not underestimate the work 
that needs to go into such a letter or the tactical issues that 
will need to be considered at this stage. It is not unusual for 
an authority to change its mind at this stage if a good legal 
argument can be made. Authorities do occasionally 
concede that mistakes have been made; they do 
sometimes reverse decisions or abandon competitions 
(which may give all bidders a fresh shot at the opportunity).

Beware the 30-day limitation period – in public 
procurement, the time limit for initiating court proceedings 
is usually 30 calendar days after you knew or ought to have 
known of the existence of an alleged infringement. As set 
out above, challenges can be made at any stage in the 
competition and this limitation period could therefore 
expire before the outcome of the competition is known, if 

the grounds for the complaint become known at an earlier 
stage. As such, it is important to remain vigilant for 
potential issues during the competition and to obtain legal 
advice as soon as any issue is identified. The threat of 
litigation will be of concern to awarding authorities, and it 
can be used as leverage when seeking a particular 
outcome; however once the threat passes upon the expiry 
of the limitation period, there is less likelihood of a 
complainant succeeding.

Obtain and consider the debriefing you are entitled to  
– procurement decisions should be properly explained by 
the contracting authority. Bidders are entitled to know the 
reasons why they have not been successful at PQQ and 
tender stages. If the reasons given do not adequately 
explain what was wrong with your submission, this can be 
cause for complaint. Look out for any indication that the 
authority has not adhered to its published evaluation 
methodology. Sometimes new criteria are revealed in the 
debriefing letter (which were not previously apparent from 
the procurement documents). 
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Top tips for successful bidders
Keep informed – the impact of a procurement challenge on 
the successful bidder can be significant. Given the tight 
timescales for acting, things often move very quickly. It is 
therefore important for a successful bidder to ensure that the 
contracting authority keeps them well informed of the 
position, so that they are able to plan, respond and, if 
appropriate, get involved to help reduce the risk that the 
process is abandoned and to minimise any delays to  
contract award. 

Protect your confidential information – when 
procurement decisions are challenged, contracting 
authorities are strongly encouraged to make ‘early voluntary 
disclosure’ of key documentation. This documentation will, 
more often than not, include confidential information 
belonging to the successful bidder that, in the hands of the 
challenger (i.e. direct competitors) could be damaging to the 
successful bidder. To protect its commercial position, it is 
essential that a successful bidder engages with the 
contracting authority to ensure that adequate safeguards are 
put in place to protect this information and to ensure that it is 
not disclosed to the challenger or referred to in open court 
proceedings. This would typically include joining of a 
successful bidder to any court claim as a Interested Party and 
establishing an appropriately constituted confidentiality ring.
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Priceless 
artwork?:
non-fungible tokens (NFTs) - 
what is the value?

What is the value of Art? Philistine, we hear you say, what a 
question! Art, the expression of creativity, is what sets man apart 
from beast. Human emotion on a canvas. Its value is priceless.

Except it’s not exactly. People buy art – original works 
of art – at huge expense. You could buy an island for 
the price of some art work. But why buy an original Van 
Gogh when you can buy a print? You get the same 
visual effect, at a fraction of the price. The answer 
logically concludes that it relates to the desire for 
ownership of something unique. Value in rarity.

Which brings us from works created in the late 1880s to 
the modern day. A modern day where things are 
increasingly happening online, in a digital, rather than 
real world. On 12 March 2021, the art world collectively 
gasped when a man previously unknown to it – 39 year 
old digital artist known professionally as Beeple – sold his 
non-fungible token artwork at auction for $69.3m. 

You really can get an island for that price – Funadhoo 
Island in the Maldives is currently on sale for $65m. For 
comparison, the most expensive artwork ever sold at 
auction was Leonardo Da Vinci’s Salvator Mundi which 
fetched $450m in 2016. 

This begs the question, what is a non-fungible token 
(NFT) and why should I save up for one? The answer 
requires a few steps back – an explanation of 
cryptocurrency, blockchain and Ethereum.

Blockchain

Blockchain technology is a way of storing data. Its key 
feature is that data is stored in a decentralised public 
network. So instead of the bank, or a master computer 
keeping the ledger of the balance in your current account, 
and recording receipt of your incoming and outgoing 
payments, the ledger is distributed across huge network of 
peers, known as “nodes”. Each transaction is recorded in a 
“block” and every additional transaction, or new “block”, is 
then added to the previous block to make a chain: the 
blockchain. The nodes work to verify all transactions which 
have occurred since the genesis block, creating a secure, 
transparent and traceable transaction ledger.

Cryptocurrency 

Cryptocurrency is a virtual currency. It is secured by 
cryptography (think the Enigma machine used to transmit 
coded messages during WWII) which makes it nearly 
impossible to counterfeit or double spend. A key feature of 
cryptocurrency is that it is not issued by any central authority 
like a bank. Instead, cryptocurrency is mined using 
computing power (think of mining your own gold in the wild 
west except to mine it, you have to solve complex 
computational math problems). A second key feature of 
cryptocurrency (connected to the fact that there is no 
central authority) is that it uses block chain technology.
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Ethereum

Bitcoin (BTC) was the first blockchain currency and still 
remains the most popular, with the highest market cap.  
The value of 1 bitcoin is at the time of writing about $30,000 
– albeit subject to significant price volatility. Ether (ETH), the 
cryptocurrency of the Ethereum network, is the second 
largest digital token after bitcoin. Ethereum is however 
much more than this, as an open-source blockchain-based 
platform, it also allows for the development of 
decentralized applications (dapps) and smart contracts – 
which includes the creation and exchange of NFTs.

NFT

NFTs are tokens connected to an asset and sold as a unique 
digital property. The “non-fungible” part of the name means 
that it is has unique properties and is therefore non-
interchangeable. Bitcoin is fungible – trade one bitcoin for 
another and you’ll have exactly the same thing. A share in a 
company is fungible. Plane tickets are non-fungible - you 
only get one seat on one plane on one day going from Paris 
to Barbados. The key point is that each NFT is unique.

As a result, NFTs work as a tool for representing and proving 
ownership of a unique asset. For artworks, the NFT format 
functions a little like a museum label noting the piece’s 
provenance – a proprietary stamp, attached to digital pieces 
that can still circulate freely across the internet.
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The value of NFTs
So wherein lies the value? Beeple’s work sold by 
Christie’s was entitled “Everydays: The First 5000 
Days” and was comprised of 5,000 images which the 
artist had created, one a day, since 1 May 2007. A nice 
notion, but worth buying instead of Funadhoo Island?

Much like ownership of a real life Van Gogh, 
ownership of an NFT doesn’t necessitate intellectual 
property rights. The artist can still retain the copyright 
and reproduction rights, severely limiting an owner’s 
ability to exploit the artwork. 

Further, the peculiar thing about NFT art is that while 
there is obviously a difference between a real life Van 
Gogh and a print in qualitative terms – Van Gogh 
applied paint on the one, whereas a printer applied 
ink to the other, there is no difference between an 
artwork online and an NFT artwork – each pixel 
identical. Right-click “copy / paste” and it’s duplicated. 

In March this year, a blockchain firm bought a 
US$95,000 print by the British street artist Banksy, 
only to burn it in a livestreamed video and re-sell it for 
US$380,000 as a non-fungible token. The group 
explained that by removing the physical piece from 
existence and releasing the NFT as digital art, the 
value of the physical piece would be moved onto 
the NFT.

So what does an NFT give you? Ownership. That’s 
ridiculous we hear you say. Maybe, but then value has 
been attributed to arguably more ridiculous things in 
the past. The Dutch tulip craze of the 1600s. And 
really, what is gold? Other than a slightly dull 
shiny rock.

Ownership is however only one part of the value 
equation. The value attributed to a token will be led by 
the asset it represents – it may have utility (such as an 
in-game playable collectable) or it may appreciate 
(due to its rarity or fame of the originating artist).

What’s next?
Whilst NFTs are taking the digital art and collectibles 
world by storm, this is only one use of them. The 
potential NFT applications are wide. NFTs can be used to 
represent ownership of any unique asset, in the digital or 
real world. The tokenisation of physical items isn’t as 
developed as yet, but there is a future where real estate, 
cars and more will be tokenised – with the NFT acting as 
the deed you receive on completing the transaction, 
providing a cryptographic proof of ownership.

With the NBA reportedly reaching $700 million in sales of 
its Top Shot licensed digital collectables in less than a 
year, the NFT “craze” is real and demonstrates some of 
the opportunities it creates. 

Investors are increasingly curious, looking to invest in 
NFTs or the infrastructures which support them. The 
creation of fractional NFTs, akin to having “shares” in the 
NFT, would further open up the opportunity to invest in 
and own a piece of an asset which could be later traded 
on a digital market. NFTs will also inevitably start to 
interact with the growing decentralised finance (DeFi) 
market, for example enabling NFTs to be used to 
guarantee a loan.

NFTs do however raise as many challenges as they do 
opportunities, not least novel legal questions to be 
explored, including digital ownership, intellectual 
property and unique contracting and financial 
regulatory issues.
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Gathering 
momentum:
global tax reform proposals take off

As predicted in the last Telescope edition, it is becoming 
increasingly likely that 2021 will be the year in which 
international agreement is reached on the most fundamental 
and widescale reform of international tax law in over 100 years, 
with the potential to impact all businesses engaged in the digital 
economy and beyond. 

These reforms propose both a reallocation of taxable 
profits from the “home” jurisdiction of a multinational 
business to the customer or market jurisdictions of such 
business, alongside a global minimum tax designed to 
prevent the shifting of profits to low tax jurisdictions. The 
proposals had originally specifically targeted businesses 
predominantly engaged in the digital economy and were, 
as a consequence, proving difficult to agree with the US 
given the dominance of US based businesses in the  
digital economy.

]However, under the Biden presidency these reform 
proposals have found a new lease of life. In May 2021 the 
Biden administration proposed a number of amendments 
to the proposals developed by the OECD. While the 
changes proposed have narrowed the reforms in certain 
ways, in particular to reduce their impact specifically on US 
tech multinationals, Biden’s proposals appear to have 
provided an acceptable basis for broad compromise and 
agreement, with the revised proposals now publicly backed 
by the G7, the G20 and 132 out of 139 of the countries 
involved in the OECD reform negotiations. There now 
appears to be a real possibility that these reforms could be 
agreed by the end of 2021 and then move to an 
implementation phase in 2022.

Like most tax rules, the proposals are detailed and 
complex, but by way of a very broad overview the 
proposals split into two “pillars”.

Pillar 1
These are the tax reallocation rules originally designed to 
directly target the digital economy. Tax authorities were 
concerned that large multinationals could generate 
substantial profits from sales to customers or from 
attracting users in countries in which such companies had 
little or no physical presence. Since traditional tax rules 
predominately gave taxing rights to countries in which 
companies had physical presence, customer and market 
jurisdictions could not tax the profits they perceived to 
arise from customers and users in their jurisdiction.

The Pillar 1 rules seek to reallocate a proportion of profit to 
customer/user jurisdictions. Prior to the Biden proposals, 
the OECD rules targeted “automated digital services” and 
other types of customer facing businesses, and were likely 
to be applicable to multinationals with annual global 
revenues of over €750m.

The Biden proposals have removed all the specific 
targeting rules, moving the focus away from technology 
businesses specifically, but at the same time have 
significantly narrowed the application of the Pillar 1 
proposals by only targeting businesses with a global 
turnover of above €20 billion and profitability above 10%. 
The intention of the Biden administration is that, with these 
revisions, the new rules should only apply to c.100 of the 
largest multinational businesses.
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Pillar 2
These are the global minimum tax rules and are likely to have 
a much broader impact for multinational businesses. These 
rules essentially enable a country to impose additional tax on 
resident companies to the extent foreign controlled entities 
generate profits that are subject to an effective rate of tax 
below an agreed minimum rate. These rules are intended to 
avoid the shifting of activities to low tax jurisdictions and tax 
rate competition between countries.

Much of the design of these rules appears to be unchanged 
in the recent developments, but the key development has 
been broad agreement that the minimum tax rate should be 
set at 15%. The Biden administration had originally proposed 
a higher rate of 21%, while other countries such as Ireland 
have been lobbying for a lower rate (12.5% or 10%), so the 
15% rate appears to be a compromise. It is however worth 
noting that this will be a minimum rate – countries will be 
able to set a higher rate and some countries (such as France) 
have already indicated that they may do this.

Next steps
There is a lot of detail still to agree, but the political will 
necessary to reach agreement does now appear to exist and 
there seems to be a desire to move forward quickly. It is 
possible that agreement on much of the detail could be 
reached by the end of 2021, although it is anticipated that it 
will then take most of 2022 to implement the reform 
proposals globally. This means that it will be at least 2023 
before these reforms have effect.

However, the current design phase is the time for businesses 
that may be impacted by these measures to assess their 
potential application and participate in the ongoing OECD 
public consultation process should the proposals appear to 
give rise to inequitable or unforeseen consequences. Going 
forward, once the details of the reforms are agreed, 
businesses will need to plan ahead for the introduction of the 
rules, potentially considering restructuring legal entities or 
supply chains to mitigate the impact of the new rules.
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UK Electronic 
Communications Code:
future reforms?

The legal framework underpinning rights to install and maintain 
electronic communications infrastructure on private and public 
land in the UK is contained in the Electronic Communications  
Code (the Code), part of the Communications Act 2003. 

The requirement for operators to have the ability to easily 
roll out and upgrade apparatus and infrastructure to 
reflect those changes in technology was a major factor 
influencing the enactment of the new version of the Code 
in 2017, reflecting the Government’s commitment and 
strategic vision to ensure that the UK is at the leading 
edge of the global digital economy.

Since the 2017 reforms came into effect, operators have 
been keen to test its reaches and the implications for 
property owners have become clearer. Indeed, in less 
than four years this version of the Code has already led to 
more case law decisions than the previous version of the 
Code produced in over 30 years on the statute book. That 
level of litigation (including appeals) has understandably 
caused uncertainty and distrust in the telecoms market 
between operators and site providers. It will probably take 
another two to three years for the law in this area to settle 
down; there remains a number of areas under the Code 
still to be tested and there may be further reforms to the 
Code following a consultation earlier this year.

Case law developments to date
As a team at the forefront of this fast-moving area, we 
have been involved in most of the precedent-setting 
cases in both the Upper Tribunal and the Court of Appeal.  
We take this opportunity to reflect on the focus of the 
cases so far and what is to come.

Key areas so far have included: 

 –  “Renewals” of existing Code agreements :

 – Under the 1954 Act – our team was successful 
before the Court of Appeal in arguing that a 
Code agreement not contracted out of the 
renewal proceedings of 1954 Act should be 
renewed under the 1954 Act and not the Code 
(CTIL v Ashloch and APW) 

 – Under para. 20 of the Code – Operators have 
sought to “renew” Code agreements on existing 
sites by seeking the imposition of new Code 
agreements under paragraph 20 of the Code. 
The Upper Tribunal and the Court of Appeal 
have rejected this on a number of occasions 
(CTIL v Compton Beauchamp; CTIL v Ashloch 
and APW; and On Tower v APW) 

 – Under para.33 of the Code – can an operator 
seek a complete new agreement on renewal as 
a matter of course, or do they need to justify the 
jettisoning of the current agreement, whether 
they are governed by the Landlord & Tenant 
1954 Act or the Code, if the 1954 Act the extent 
to which the provisions of the Code and its 
existence is relevant – for instance, the extent 
to which the Code influences the rent under a 
1954 Act renewal and rival valuation approaches 
has led to the “stagnation” of the market. For the 
operators with portfolios of many sites even a 
modest difference in the rent would be 
multiplied many times over across its estate 
– so it remains a key issue 
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 – Valuation – major concerns about operators 
proposing new rents at extremely low levels based 
upon the Code’s “no network” valuation criteria, 
causing a paralysis in activity and a standoff 
between operators and landowners as a result of 
the rental issue 

 – Access Requests/Interim Rights – it is now a very 
common occurrence for landowners to receive 
requests for access to land for preliminary surveys 
and debates have arisen in relation to the exercise 
of those rights and as to what the terms of those 
interim agreements should be 

 – Conduct and co-operation between the parties   
– this has been commented upon by the Tribunal 
in a number of cases and whilst operators ‘cannot 
simply demand unquestioning cooperation from 
property owners’ landowners are expected to deal 
reasonably with requests for access and not  
be obstructive

Further consultation
In January 2021 the Government published a 
consultation on changes to the Electronic 
Communications Code having identified three main 
problem areas with the Code. 

These are: 

 – delays relating to operators obtaining and using  
Code agreements 

 – disagreements about the automatic rights to 
upgrade and share causing delays for operators

 – difficulties specifically relating to the renewal of 
expired agreements

The consultation closed in March 2021. The 
Government is still considering the feedback received.
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Changes on the 
horizon – finally!:
tech product safety and product 
liability regulations

When it comes to product liability, the law may be better described 
as a sloth than an ass. For businesses in tech product supply chains, 
there has been increasing frustration for the past two decades that 
regulations governing product safety and product liability, cast into 
statute in the most part 20 or more years ago, have failed to keep 
up with a changing world.

Take some examples: if a physical product fails, the 
producer is exposed to product liability claims under strict 
liability regimes in Europe (Product Liability Directive), the 
US (Second Restatement of Torts Act) and the UK (Part 1 
of the Consumer Protection Act). But what about 
software used with that product? Does it/should it matter 
whether the software is supplied on a CD or physically 
incorporated into the product? Is the software maker at 
risk of strict liability exposure, or open to prosecution 
under product safety legislation? In many cases current 
product laws distinguish between software supplied in 
physical form (usually falling within product safety law) 
and software accessed via cloud/streaming and not 
‘embedded’ in the product (which often fall out of it). 

Product safety and liability laws in Europe are triggered 
when a product is ‘placed on the market’ and strict liability 
regimes are similarly tied to the date of ‘supply’. If a product 
is changed as a result of a software update, when is the 
product ‘supplied’ or ‘placed on the market’ for the 
purposes of assessing whether it safe, or starting the time 
running for claims? Would a software update potentially 
extend the period for which injured parties could bring 
claims against the producer? And with tech businesses 
increasingly seeking to build business models based 
around licensing and/or service provision – might they fall 
outside product safety legislation all together? 

What about cybersecurity? For connected products this is 
serious business: what if a connected car or tool has a 
vulnerability leaving it open to malign intervention creating 
a safety risk for users or members of the public? Do 
producer’s obligations regarding safety under the General 
Product Safety Directive/Regulations (EU/UK) or equivalent 
extend to requiring producers to address this risk? If they 
fail, is there a no-fault liability risk? It is no surprise that the 
current legal frameworks provide no easy answer: 
legislators in charge of their drafting probably sent more 
telegrams than texts. 

For those facing such dilemmas, there is some good news 
in the pipeline. Separate workstreams are currently 
progressing on the part of both the UK Government and 
the EU Commission and the EU Parliament, each aimed at 
overhauling the current legislative regime to address these 
issues and other side effects of the tech revolution. These 
are expected to update and clarify the role of software in 
products, address cyber security and refresh definitions of 
‘producer’ and other liable parties. The EU Parliament in 
October 2020 proposed a specific EU regulation on the 
liability for the operation of artificial intelligence systems, 
which intends to introduce a strict liability for operators of 
artificial intelligence. The EU Commission more recently  
in April 2021 proposed a legislation which aims  
at introducing:
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 – harmonised rules for the placing on the market, the 
putting into service and the use of artificial 
intelligence systems (‘AI systems’) in the Union

 – prohibitions of certain artificial intelligence practices

 – specific requirements for high-risk AI systems and 
obligations for operators of such systems 

 – harmonised transparency rules for AI systems 
intended to interact with natural persons, emotion 
recognition systems and biometric categorisation 
systems, and AI systems used to generate or 
manipulate image, audio or video content 

 – rules on market monitoring and surveillance

None of these proposals have yet come into force, but a 
lot of change is on the horizon. In the US, change will be 
slower to take shape given product liability regimes are 
governed by each individual state pursuant to state law.

What does all this mean for businesses 
involved with technology in products? 
Whilst the details have yet to be thrashed out, the overall 
effects are likely to be:

 – the risk of liability and/or regulatory intervention is 
likely to extend further into the supply chain: more 
contributors to connected products, such as firms 
designing and/or supplying software used by 
products will find themselves exposed to ‘no fault’ 
product liability claims and prosecution

 – there is likely to be a clear move to include both 
embedded and non-embedded software squarely 
within the scope of liability and safety legislation

 – it is likely that more businesses seeing themselves as 
providing a service (involving products) will be 
brought within the scope of product safety and 
liability frameworks

 – there is likely to be an increasing burden on 
manufacturers to conduct post-market surveillance: 
if it’s technically possible to monitor performance 

 – the AI market is facing a particularly significant 
increase in regulatory controls 

 – clearer routes for claims mean manufacturers will 
need a real focus on ensuring cyber security risks are 
addressed in product development

We would urge all businesses involved in product 
technology to take the opportunity now, before these 
changes come, to understand their liability risk and 
prepare themselves by:

 – assessing and understanding the legal liabilities that 

might arise, taking into account changes in the legal 
landscape and the shifting role of tech businesses

 – reviewing contracts, processes and practice to 
ensure that they adequately manage the risk (to the 
extent possible given legal restrictions)

 – building and maintaining an effective product safety 
crisis management plan to ensure an efficient and 
decisive response if there is an incident in the field 
involving products incorporating their technology
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Outsourcing - 
risky business?:
The Central Bank of Ireland’s 
consultation on draft cross-industry 
guidance for outsourcing

On 25 February 2021, the Central Bank of Ireland (the “CBI”) 
published Consultation Paper 138 on Cross-Industry Guidance 
on Outsourcing (the “Paper”) along with its Draft Cross-Industry 
Guidance on Outsourcing (the “Guidance”). The Guidance 
is relevant to all firms that are regulated by the CBI that use 
outsourcing services and is intended to be supplemental to any 
existing sectoral legislation, regulations and guidelines  
(a list of these is set out in Appendix 1 to the Guidance). 
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The Guidance recognises that the nature of the financial 
services landscape is constantly changing and that this 
change is being influenced by many factors including 
customer / client preferences, and the increased pace of 
technological innovation in the delivery of services. 
Outsourcing is at the centre of much of this change. 
Increasingly, outsourcing is being adopted as a key 
strategic tool to enable regulated firms to make these 
changes. The CBI also recognises the increasing role of 
technology, and this is reflected in the rapid growth of the 
number of financial technology and regulatory technology 
firms and in the use of cloud service providers by regulated 
firms. The increase of outsourcing by regulated firms of 
core IT activities is a key area of focus for the CBI and the 
Guidance sets out specific expectations in the 
management of risks associated with such outsourcing. 

Data security risk is a key potential risk identified by the CBI 
in the Paper and Guidance. Such risks are ingrained in the 
use of third party service providers (and which, for the 
purposes of the guidelines includes outsourcing to group 
companies) to store and manage customer-confidential 
information and business-sensitive data. It is essential for 
regulated firms to properly handle these risks to prevent 
the development of vulnerabilities. The Guidance provides 
that in order to ensure that appropriate risk management 
processes and controls, including data protection, are in 
place it is essential that regulated firms have knowledge of 
where their data is stored and how it is secured. 

The CBI acknowledges that the requirement to ensure the 
integrity and availability of data drives the requirements for 
the secure transmission, storage and backup 
arrangements. The Central Bank expects regulated firms to 
ensure that appropriate and effective controls are 
implemented for data-in-transit, data-in-memory and 
data-at-rest. These controls can be implemented by the 
regulated firm or an outsourced service providers on the 
regulated firm’s behalf. The controls should include a mix 
of preventative and detective measures such as encryption 
and key management, configuration management, staff 
training, incident detection and access/activity logging and 
loss recovery. 

The CBI also expects regulated firms to implement 
effective measures for the appropriate storage 
management, retention and destruction of customer, 
employee or commercially sensitive data to prevent data 
breaches or unauthorised disclosure of same.

The Central Bank proposes to publish the Guidance in 2021 
following the conclusion of the consultation period and 
consideration of submissions received from respondents.
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So what is behind this shift and why has safety and health 
been elevated to a truly board room issue, and not just 
‘the first agenda item’ in meetings? We have worked with 
many of our clients in the sector to consider how health 
and safety is increasingly moving from a compliance issue 
to a positive statement of intent around protecting the 
workforces: safe sites are invariably more efficient and 
effective on every level. Once the leading global brands 
start using their market position to influence, and 
potentially mandate, a discussion around safety and 
wellbeing, then everyone in that supply chain needs to 
recognise its importance or risk losing out on future 
business.

In particular, we have worked with clients increasingly 
operating in more challenging jurisdictions where health 
and safety has traditionally not had such a high profile: 
how do you raise standards but at the same time remain 
competitive? Do local providers understand concepts 
like near miss reporting and safety culture? These are 
challenging issues that do not have a quick fix solution, 
but are key to a discussion which should be taking place 
at the outset of a commercial relationship and, from our 
perspective, can play a key part in deepening 
relationships and a willingness to work with trusted 
partners in the future. There is often a potential tension 
between guiding and supervising local contractors but 
without directing or controlling their activities and 
stepping over a line on liability, but in practice this is 
rarely as much of a problem as clients may fear at 
the outset. 

Global safety  
and health:
a real positive in a post-COVID world

As we, hopefully, begin to emerge from the global pandemic, 
one of the fundamental shifts we have seen is the move by 
clients to recognise how important it is to protect the health, 
safety and wellbeing of their workforce and contractors.  
A key sector in this transformation has been those involved 
technology and data, in many ways linked to the rapid 
expansion the sector has seen in the same period.
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The starting point is normally to identify a range of high risk 
activities requiring particular care and understanding to 
minimise issues and incidents. These will often include: 
electrical safety and stored energy; working at height; 
vehicle pedestrian movements and segregation; falling 
objects; fire and emergency escape; confined spaces and 
ground investigation; lifting operations; and hazardous 
chemicals or other materials. We have then helped clients 
develop various methods of assessing safety performance 
through key indicators and improvement plans should 
standards drop, linking these to proactive training and up 
front discussions, and not just contractual provisions and 
default consequences. The key is to start talking about 
safety and health as part of the heads of terms discussion, 
and not as some sort of afterthought once commercial 
agreements have already been signed.

Some clients have increasingly looked to get us involved in 
reviewing supply chains and non-core, but equally safety 
critical, activities such as transport arrangements for 
employees. These are all key practical areas where a 
different approach can have a very positive impact without 
any significant impact on cost or timescale. In reality, 
where clients have considered a short extension of 
normally very tight delivery deadlines, in order to allow 
sufficient time for more detailed safety inductions and 
stand downs, they actually find the project overall is still 
brought in on time (if not early), while at the same time 
delivering the site with fewer issues or snagging items and 
a better quality of product and service.

Finally, as ESG expectations increase and clients will no 
longer tolerate poor safety performance, we are finding 
more and more clients who recognise that a proactive 
discussion with their delivery partners about the practical 
aspects of safety will help deliver better projects and enable 
a really powerful narrative around their ESG requirements. 
Safety is increasingly becoming a real differentiator and 
one area where the UK’s well established approach to 
health and safety is increasingly becoming the gold 
standard for responsible operators on a global basis, with a 
single and consistent approach being applied across 
multiple jurisdictions, often over and above specific local 
legislation, as that is the way that particular organisation 
wants to position itself on this topic.
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Dispute resolution 
strategy:
2021 - a game-changer for  
TMT SMEs arbitration?

During the course of expanding their business, TMT small and 
medium enterprises (SMEs) may be involved in a number of 
disputes, including those related to the development of their 
products, the use of IP, and the protection of their product. In 
addition, a number of disputes can arise between the founding 
shareholders and funders that come in at a later stage. The legal 
implications of engaging in international contracts also exposes 
TMT SMEs to new risks. Where these disputes involve foreign 
parties or an international element, SMEs may struggle with the 
challenges of national court litigation. 

Accordingly, it is of critical importance that dispute 
prevention and effective dispute resolution planning form 
a key component of the risk management for any SME, 
especially TMT SMEs and start-ups. 

Despite a growing appetite for resolving TMT disputes 
through arbitration, and a wide acknowledgment of the 
suitability of arbitration for TMT for what it offers in 
confidentiality, ease of enforceability, and subject-matter 
expertise, there remains a hesitance amongst SMEs. This is 
largely driven by apprehension concerning the costs 
of arbitration.

However, recent amendments to the arbitral rules of WIPO 
and the International Court of Arbitration (ICC) rules, offer 
SMEs a streamlined and more cost-effective system to 
seek arbitration as their means of dispute resolution. 

Effective 1 July 2021, the updated WIPO Mediation, 
Arbitration and Expert Determination Rules provide for a 
25% reduction on the WIPO ADR Centre’s fees that 
applies if one or both parties to a dispute is an SME with 
up to 250 employees.

As with the 2017 Rules, the 2021 ICC Rules include 
updated Expedited Procedure Provisions (“EPP”). The 
EPP offer an expedited streamlined procedure with 
reduced time and cost implications; EPP apply 
automatically if the arbitration agreement was 
concluded after 1 January 2021, and the amount in 
dispute does not exceed US$3,000,000. The EPP also 
provide for a final award to be issued within six months 
from the case management conference. Terms of 
Reference are no longer required and a case 
management conference is to be held within 15 days of 
case file transmission to the tribunal.
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Selecting a dispute resolution forum that offers speed, 
cost-effectiveness, expertise, and ease of enforceability is 
of paramount importance, particularly as TMT SMEs 
struggle to recover from the impact that COVID-19 has 
had on the worldwide economy. The new ICC and WIPO 
Rules promote faster and more cost-effective case 
resolution for SMEs to consider.

The UK Jurisdiction Taskforce’s also recently issued new 
Digital Dispute Resolution Rules; these are specifically 
designed to facilitate the rapid, informal and cost-effective 
resolution of disputes arising out of novel digital 
technologies, particularly cryptoassets, cryptocurrencies, 
smart contracts, blockchain and fintech – For more on 
this, see our article on page 20.
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Keeping pace  
with change:
privacy/cybersecurity  
regulations in Saudi Arabia

Cloud adoption has been growing rapidly on a global scale in the 
recent years due to key benefits such as cost savings, scalability, 
security, ease of deployment. However, the growth in cloud 
adoption also brings its own set of challenges like data  
privacy and security. 

In the Kingdom of Saudi Arabia (the “Kingdom” or “KSA”,) 
Communication and Information Technology 
Commission (“CITC”) and the Ministry of Communications 
and Information Technology (MCIT) have taken timely 
measures in bringing the cloud services under the 
regulatory ambit. CITC’s Cloud Computing Regulatory 
Framework (CCRF) that was published in February 2018 
touches upon several key cloud regulatory areas on the 
registration of cloud service providers. The CCRF was 
updated and republished in December 2020 and the 
revised version shows and even greater enabling 

environment for cloud service providers by rearranging the 
cloud service provider’s registration levels, aligning with 
data and cybersecurity requirements, and creating a special 
track for providers classified as SMEs. For example, the 
CCRF clearly outlines the data classes for customer data, 
regulations for the protection of customer data, customer 
protection, content filtering, and commissioning of powers. 
The usage of cloud services in the public sector is directly 
governed by the ‘Cloud First Policy’ published by MCIT in 
October 2020. These measures have put the Kingdom 
ahead of a number of developing markets.
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Government data
Government data represents a national asset that can 
enhance performance and productivity and facilitate public 
services delivery. This can be achieved by instituting effective 
data management practices, establishing the highest levels 
of data accountability and transparency, and leveraging data 
to extract insights and support strategic decision making. 
Nations around the world are harnessing the value of data as 
a vital economic resource for unlocking innovation, driving 
economic growth and transformation, and improving 
national competitiveness.

Government entities in KSA collect and process vast 
amounts of data that can contribute to the national 
economic prosperity and leadership among global data-
driven economies. To drive full value realization from 
national data assets, data sharing is a foundational principle 
to establish synergies across government entities and avoid 
data duplication, inconsistencies, and multiple sources in 
absence of clarity regarding the single source of truth. 

This requires data classification against defined levels of 
confidentiality for balancing between the benefits and risks 
associated with data sharing among entities in the public, 
private, or third sector. Data classification is a pre-requisite 
for identifying and publishing open data, making publicly 
classified information available, and exchanging protected 
data that includes personal data. This increases the level of 
public scrutiny standards against the performance of public 
entities, enhances transparency and fosters integrity.

Personal data protection
With the technological advancement and ease of access and 
sharing of data, personal data protection is becoming more 
critical, which has instigated most countries around the 
world to release laws and regulations for collecting, 
processing, and sharing of personal data to protect and to 
govern national data sovereignty.

The Kingdom is moving towards a new era under the 
National Vision 2030, enhancing government effectiveness 
and transparency, fostering economic diversification 
powered by digital and data, playing a larger role in the global 
economy, founded on public trust and international 
partnerships. 

AlDhabaan & Partners in association with Eversheds 
Sutherland (International) LLP

On October 20, the Saudi Data and Artificial Intelligence 
Authority (SDAIA) published the National Data Governance 
Interim Regulations to govern the collection, use, 
processing, and management of data in the Kingdom. The 
regulations cover five topics: data classification by public 
entities, protection of personal data, data sharing between 
public entities, freedom of information requests, and  
open data. 

Much of the document, including the regulation on the 
protection of personal data, draws significantly from 
international regulations such as the EU’s General Data 
Protection Regulation (GDPR).

The publication of these regulations comes during a period 
of significant development for the regulatory landscape 
around data and digital activities in the Kingdom. SDAIA 
was only recently established in August 2019 and has spent 
much of the time since then developing the entities under 
its umbrella, including the National Data Management 
Office (NDMO), which authored these regulations. The 
past few months have seen increased activity from SDAIA 
as a policy authority, including the development of a 
national strategy for data and AI that was unveiled during 
the Kingdom’s Global AI Summit on October 21  
and 22, 2020. 

It signals that SDAIA is now ready to take on a more active 
and public role in defining the Kingdom’s regulation of data 
and AI. The decision to release these as “interim” 
regulations indicates that the regulation of data will 
continue to evolve as SDAIA and NDMO grow more 
established in their roles. All of us in the kingdom are keenly 
looking forward to the exciting times ahead!
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Blockchain: 
six key risks to be aware of  

Over the past decade, the use of so-called ‘distributed ledger 
technology’ has increased rapidly. One of the most well-known 
types of distributed ledger technology is ‘blockchain’.

Blockchain (and similar technology) is often praised as being safe 
and ‘unhackable’, with the ability to bring a greater level of trust 
to transactions and data that may not be offered by traditional 
technology solutions. However, blockchain is not without its  
own risks and challenges. In this article, we consider the most  
common risks and challenges to be aware of when  
implementing a blockchain solution.

A reminder: what is blockchain? 
Blockchain is a form of distributed ledger technology. At 
its simplest, a distributed ledger (also known as a general 
ledger, or distributed general ledger technology) is a 
database in which data is consensually held, controlled, 
shared, synchronized and validated by the network’s 
stakeholders, also known as ‘nodes’. In this sense it is 
often described as being decentralised. Once it has been 
stored, it is – in general – impossible to alter or remove 
the encrypted transactions and data on the blockchain. 
This results in a secure and self-verifying database.

Given blockchain’s well-known potential to offer security 
and verification benefits to its users, introducing 
blockchain technology presents an attractive prospect. 
However, as with any technology solution, the 
technology behind blockchain is not infallible. In our view, 
the key risks and challenges to be aware of are:

01
Security and liability
Whilst security is integrated within blockchain 
technology, even the strongest blockchains can 

come under attack by cyber-criminals. Although 
blockchains are considered to be very secure, their 
security level is directly proportional to the amount of 
hash computer power that supports it, there are still 
several ways a blockchain can be attacked (such as a 
Finney attack, DDoS attack, routing attack etc…). Cyber-
attacks are on the rise, with some cyber-analysists 
expecting global cyber-crime costs to grow by 15% per 
year over the next five years, reaching $10.5 trillion USD 
annually by 2025, up from $3 trillion USD.

In this context, it is of utmost importance to ensure 
implementation of proper organisational and technical 
security measures to monitor potential (personal) data 
breaches, with robust policies in place. This includes 
having a robust business continuity plan and governance 
framework to mitigate such risks. It is also critical for 
organisations to understand where liability for cyber-
attacks lie and whether existing insurance policies will 
provide adequate protection in the event of a  
cyber-attack. 
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02
Endpoint issues 
The interface between each end user and a 
blockchain solution is often termed an 

“endpoint”. Endpoints include computer systems and 
other devices that connect to the solution. Whilst 
endpoint vulnerabilities are not down to the blockchain 
technology itself, any blockchain solution is only as 
strong as its weakest endpoint. 

Endpoints can be vulnerable to cyber-attacks, whether 
that is due to human error or technical issues with 
firewalls and security patches. Blockchain providers and 
customers should ensure robust security protocols and 
requirements are in place for all end users of a 
blockchain based solution, given the potential of 
endpoint vulnerabilities. 

03
Third parties
Third party providers and vendors feeding into 
the system ought to be carefully vetted to 

ensure they have the capability to offer the level of 
security and resilience needed. 

Also, as with any technology, blockchain providers and 
customers should, prior to the purchase and use of 
blockchain solutions, negotiate appropriate contractual 
rights and obligations, such as a contractual defects 
liability period, robust service levels, and key 
performance indicators. This is to ensure that it is clear 
where liability and responsibility for issues lies (security, 
programming defects) and how they will be addressed.  

Where a provider offers standard terms and conditions, 
it is important to be aware of any standard provisions on 
limitation of liability, governing law and jurisdiction, 
termination, and the contractual possibility to block 
certain users that violate guidelines or breach the terms 
and conditions.
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Our experience is that within the industry, for example the 
supply chain space, systems are most commonly 
permissioned and access is limited to designed 
participants (and may be subject to AML /KYC checks) and 
the roles of the participants is limited in what they can do 
and see on the blockchain. For example, platform 
participants can only access information related to their 
data and the interactions or transactions with other 
platform participants. This is absolutely critical for most of 
our clients, many of whom operate in highly regulated 
industries, where privacy and the security of the 
blockchain and the individual nodes in which transactions 
take place is its most critical feature.

06
Jurisdictional issues
If a dispute arises, for example between a 
blockchain provider and a customer, it is 

important to determine which rules of which country 
apply in disputes about blockchain. If a provider and a 
customer are located in different countries, international 
private law should be invoked. On the basis of 
international private law, it should then be determined i) 
which court is competent, and ii) which law is applicable. 
It is likely that there will need to be some developments in 
this area, with thought given as to what “place of 
performance” means in the context of blockchain. It may 
be that the courts will need to consider a number of 
elements, such as:

 – where substantive performance (e.g. provision of an 
associated deliverable or service) occurs

 – where relevant parties or the majority of users  
are located

 – where anybody with responsibility for the blockchain 
is located

 – what the choice of law is in any relevant associated/ 
underlying natural language contract

Potential issues can be prevented by explicitly entering 
into an agreement or accepting terms and conditions that 
designates a competent court and governing law. 

04
Intellectual property
There are two types of blockchain that can be 
distinguished: blockchain can be 

‘permissionless’, which means that there is no special 
authority that is able to deny permission to participate in 
the blockchain and to add any transactions to the ledger 
(also known as “public blockchains”), or ‘permissioned’, 
which means that there is a limited group of participants 
that retain the power to add transactions to the ledger 
(also known as “private blockchains”). 

In the context of an infringement of an intellectual 
property right, permissionless blockchains can give rise to 
issues. If an intellectual property protected work is 
recorded on the blockchain, it can be difficult in proving 
the relevant ownership and identifying any potential 
breaches, handling transfers or licenses to third parties. 

Prior to using blockchain, it must be taken into account 
what type of data will be shared, and whether this data is, 
for example, subject to any intellectual property rights or 
trade secrets, and whether any contractual rights and 
obligations of the blockchain provider may apply.

05
Privacy
The decentralised nature of the blockchain 
makes it difficult to identify the person 

responsible for processing data, which in turn can cause 
issues in guaranteeing a whole range of data subjects’ 
rights. The distributed nature of the blockchain also 
requires a high degree of transparency, which conflicts 
with the principle of data protection by design and  
default settings. 

As an example, the permanent nature of data within a 
blockchain prevents the possibility of guaranteeing the 
right to be forgotten, and clashes with the general 
principles, including data minimization and storage 
limitation. At a time when the litigation landscape in the 
field of data protection is evolving at a rapid pace (and 
depending upon the much-awaited judgment of the 
Supreme Court of the United Kingdom in the case of 
Lloyd v Google), claims may soon be allowed for loss of 
control of personal data, without the data subject 
arguably identifying any specific financial loss suffered, 
which could lead to substantial group claims against the 
blockchain and its users. 
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The future outlook 
Eversheds Sutherland have recently been involved in the 
UK Law Commission’s consultation on Smart Contracts 
(focusing on legally binding contracts in which some or all 
of the terms are recorded in or performed by a computer 
program deployed on a distributed ledger) providing our 
views on the ways in which smart contracts are being 
used, and the extent to which the existing law of England 
and Wales can accommodate them. The UK Law 
Commission are analysing the responses to inform their 
scoping study, which is due to be published later on this 
year. The outcome of this study could have a wider 
ranging impact on the way in which blockchain 
technology is treated by the courts in England and Wales. 

Additionally in the Netherlands, governmental and 
regulatory bodies, universities, research organisations and 
(multi)national private entities have formed a coalition 
called ‘the Dutch Blockchain Coalition’. Currently, the 
Dutch Blockchain Coalition is creating and facilitating an 
environment in which reliable blockchain applications can 
be developed, promoted and utilized in a secure manner. 
Also, the Netherlands Authority for the Financial Markets 
and the Central Bank of the Netherlands have jointly 
established ‘the Innovationhub’, which offers businesses 
support on queries regarding innovative financial products 
and services. We expect that such initiatives will lead to 
interesting use cases and collaborations, and could 
potentially provide the basis for new legislation  
and regulations.
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Global geopolitical 
competition: 
TMT on the front line

2021 has seen the inauguration of a new U.S. administration 
that has adopted many notable policy changes but has, in many 
respects, stayed the course in relation to its dealings with China. 
We see similar trends throughout the world, with nations adopting 
measures, at least in part, premised on the assumption of increased 
tensions and competition between China and the U.S. and its allies. 

Sanctions tit-for-tat
While the U.S. appears to be moving away from the Trump 
administration’s attempt to ban popular Chinese social 
media platforms or force divestments, it has maintained 
and expanded the ‘Entity List’ of Chinese companies that 
U.S. persons are restricted from transferring technologies 
to. There are approximately 260 Chinese companies now 
on the Entity List, most of which are TMT companies 
involved in AI, surveillance and 5G technology. The 
highest profile companies include Huawei, a leading 
provider of 5G technology, and Hikvision, a leading 
provider of video surveillance equipment. 

Measures have also been adopted in the EU and UK aimed 
at limiting or banning the provision of 5G technology by 
Huawei. The UK has implemented the most stringent 
approach in Europe with the introduction into parliament 
of the Telecommunications (Security) Bill. This Bill, 
currently in its final stages, prevents UK companies from 
procuring equipment for use in 5G networks from so 
called ‘high risk vendors’ (at this stage only Huawei) and 
requires companies to limit use of and ultimately remove 
any such existing equipment from their networks over the 
coming years. 

Similar measures have been introduced in other European 
jurisdictions, with Scandinavian and Eastern European 
countries adopting a similar approach to the UK. Other 
major EU countries, including Germany and France, have 
introduced measures that give powers to internal 
agencies to limit or ban the use of Huawei equipment. 
This is in addition to the EU and UK’s recent imposition of 
sanctions against Chinese individuals and entities in the 
context of measures aimed at responding to cyber-
attacks and human rights concerns. 

In response, China has introduced its own Anti-Foreign 
Sanctions legislation. These broad powers potentially 
target any individual or company for retaliatory sanctions, 
involving seizure of property in China and the blocking of 
commercial transactions they attempt with Chinese 
entities. The implementation of such measures has been 
relatively restrained to date but the potential reach 
is significant. 
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Conclusion – be weary
It appears likely that tensions between China and the U.S. 
and its allies, particularly in Europe, will be a future of the 
geopolitical landscape for years to come. To date, it has 
been the telecommunications industry that has borne the 
brunt of this disruption. However, it is the entire TMT sector 
that will be on the front line of these tensions. Companies 
need to be increasingly aware of the kinds of measures that 
governments have already adopted, and are likely to adopt 
in the future, requiring compliance with new regulations or 
leading to the disruption of existing 
commercial agreements. 
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Data disputes:
diving deeper

As highlighted throughout this edition of Telescope, the volume, 
value and use of data continue to increase. The opportunities and 
benefits to the sector, customers and end-users are many and 
varied, and will continue to drive innovation and growth. The shade 
to that light is the continued growth and impact of cyber-attacks, 
data security breaches and data-related disputes.  

In parallel, there is an ever-expanding body of cyber/data 
privacy litigation against organisations, driven in part by a 
greater public awareness of their regulatory rights and a 
growing number of “claimant” law firms advertising the 
same, many of which were previously focused on more 
traditional volume litigation such as personal injury or 
financial mis-selling claims.  

The multiplicity of issues that we are seeing, and those the 
sector will continue to see this year and next, can be 
distilled into four key themes:

01
Group litigation and  
representative actions for  
high-profile data breaches

The British Airways and Marriott cases are two obvious 
examples, with the BA case very recently settling on 
confidential terms. The UK Supreme Court will soon 
deliver its judgment on the appeal of Lloyd, in respect of 
representative actions and loss of control damages.  
Some clarification here for business would be welcome.  
This is because currently a lot of claimants are seeking 
loss of control damages (so no financial loss or distress), 
for sometimes trivial things and where innocent mistakes 
were made – as opposed to, for example, allegations of 
deliberate misuse for financial gain. 

A further key issue being considered by the UK Supreme 
Court in Lloyd is whether or not that claim should be 
allowed to continue as a representative action on behalf 
of the vast numbers of individuals who are alleged to have 
been affected. We expect that the UK Supreme Court may 
add much-needed clarity regarding the basis upon which 
representative actions can be pursued in the UK, and the 
Court’s decision may have a profound effect on whether 
attempts to bring representative actions are made  
(or continue).

02
Lower-profile group-type breaches
These cyber and data security breaches still 
impact thousands of individuals, but are not so 

egregious, the data not so sensitive, and are managed and 
defended well. They have the potential to become group 
actions, but thankfully for the corporate victim they do 
not develop in the same way. Those group-type breaches 
emanate from inside and outside the organisation.  

03
Frequent and relatively smaller 
privacy claims
These are the one-offs (or repeated if there is a 

systemic organisational issue), which are rife and various.  
For example, ex-employees taking and using data that 
they should not have, external threat actors or employees 
accessing data through systems from different 
jurisdictions for gain, payroll issues, HR issues, supply 
chain vulnerabilities, fulfilment/service provision, cookies, 
and international data transfers. These encompass the 
full-spectrum of an organisation’s operations.  
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04
Corporate data disputes
The preceding three themes are the ones that 
rightly demand close care and attention – 

including through the proactive and holistic risk-based 
assessments, monitoring, training and testing, up-to-date 
response plans, etc mentioned in previous Telescope 
briefings. However, there is a fourth theme which is 
causing significant issues too and requires a similar level 
of attention.

These ‘corporate’ data disputes includes those incidents 
which impact corporate customers and corporate data 
(as well as individuals’), via hosted solutions and joint 
platforms, sometimes using those corporate customers’ 
or sub-contractor/supplier vulnerabilities to access and 
deploy ransomware, and/or access or exfiltrate data. In 
addition to the regulatory considerations, often there is a 
complex question and debate, in that multi-party 
environment, as to what exactly happened, how, who was 
responsible for protecting which part of the system and 
where that is set out (recognising that over time the reality 
can be very different to what is written down), and who 
needs to be notified and when. 

This theme also includes issues such as contentious 
contract exits (where it is not clear how data is to be dealt 
with, returned and paid for), corporate re-organisations 
and M&A (where there are transitional arrangements, 
legacy systems, and it is not entirely clear what is 
happening to which data, where it is stored or to what 
standard, and whether it has been transferred/deleted), 
and more operational issues relating to data (such as 
encryption errors, back-up failures, decommissioning 
issues, or system outages).  
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